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PROTECTING YOUR SKIES

ABOUT SKYLOCK GREECE
ABOUT SKYLOCK GREECE
SKYLOCK GREECE, is part of the Avnon Group,
a

leading

provider of turnkey solutions and

technologies for governments, HLS agencies, Police
and Special Units in the public safety, and defense
arena.

SKYLOCK GREECE develops

advanced

anti-drone systems providing effective solutions
against todays drone threats.

PART OF THE AVNON GROUP

The Skylock GREECE anti-drone systems may be
deployed in various scenarios; protecting critical
infrastructures, prisons, or areas requiring wide
protection coverage such as borders and airports
and stadiums.
Client orientated, Skylock GREECE designs and
develops customized turnkey solutions to meet
the specific threats of each customer.
Skylock GREECE has developed modular mobile
units which may be rapidly deployed in the field to
safeguard

convoys

or

provide

site

specific

protection.
As the threats of drones evolve, Skylock GREECE
continues to develop newer technologies and
methods to thwart drone attacks and help to keep
your skies safe.

Up to 2.5km

Up to 20km (UAV)
Up to 3.5km (Drones)

Detection

Neutralization

Up to 800m

Up to 2km

Acquisition

Destruction

3

4

GREECE

PROTECTING YOUR SKIES

DRONE THREATS

THE EVOLVING THREAT OF DRONES

TERRORIST DRONE THREAT

Drone technology has advanced significantly
opening up a whole new world of possibilities;
however, in the wrong hands it can easily
become an unexpected and lethal weapon.
A simple drone can now be purchased, at a
relatively low cost, online or in a store easily
accessible to everyone including a potential
terrorist.

Terrorist groups have brought a new
threat both in the battlefield and HLS
using drones with explosive devices,
grenades etc. or surveillance drones
against military forces, emphasizing the
need for drone defense technology.

The drone industry may have opened a whole
new world of possibilities, yet it also poses a
potential threat to Governments, facilities,
individuals and Homeland Security and so
SkyLock GREECE has developed a suite of
systems that can be used in various
scenarios from HLS, Border Protection,
Critical Assets, airports, VIP and convoy
protection in the fight against drone attacks.

PRISON THREAT
Drone incursions is a major threat
to prisons today. Drones are used
to smuggle narcotics, weapons and
cell phones to prisoner inside.

SURVIELLANCE & INTELLIGENCE GATHERING

AIRSPACE THREAT

Drones can be used to gather information such as the layout
of a critical infrastructure or even a private home, target
movements can be filmed by paparazzi or used for propaganda.

Entrance of drones into airfields
damaging the flight, takeoff or landing
of aircraft and helicopters.
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ADVANCED ANTI-DRONE
STRATEGIC SYSTEM
Skylock GREECE has developed and
designed
an
integrated
systemsincorporating 3 separate systems into
one. With only one casing and a single
cable, the operator is able to deploy
and operate the system easily-providing
fast response time; from detection and
Acquisition to Neutralization& Destruction
of the drone.

DETECTION
Detection

The adavnced rotating radar system provides effective 360° coverage
of up to 200 targets simultaneously.

AQUISTION
Acquisition

The electromechanically; modular electro-optical system provides
observation, detection, recognition and identification of the drone up to
2.5km.

NEUTRALIZATION
Neutralization

The RF jammer comprises of several jamming antennas- used to jam
the frequency range of the RC and video links.

DESTRUCTION - LASER BURNER
Destruction

The operator has the ability to destroy the drone at range of up to
800m.
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D360 RF DETECTION SYSTEM

DETECTION

This is triggered by the RF’s continuous
aerial scanning of most common civilian
drone’s remote controls. Effective coverage
of detection up to 2km, 360°
ANTENNAS
SKYLOCK
GREECE
outer
layer
of
protection is provided by a rotating
radar system with effective 360° coverage
that detects all drones flying in proximity to
the defined no-flight zone. The lightweight,
portable radar system defines the range,
azimuth,
elevation
and
velocity
measurements for up to 200 targets
simultaneously, including miniature UAV’s
characterized by a small signature with a
low speed and altitude.

PARAMETER

PERFORMANCE

Detection Range (Objects)

20Km

Detection Range of small drone

0.3 - 3.5Km

Accuracies (Elevation)

1 Deg

Coverage

El 0º-60º, AZ 360º

Transmit/Receive
Frequency Band

C/X Band

Average Transmission Power

150 W

TWS Accuracies
MDV

3 m/s

Azimuth

0.3º

Elevation

1 º (50m @ 3km)

Weight

30 kg

Cooling Method

Passive Only

■■ 8 Omni-Directional high gain antennas for
detection.
■■ 3 Panel-Directional antenna for jamming.

RF DETECTION CAPABILITIES
■■ Passive detection system
■■ SDR Receiver
■■ Sectorial direction – 360° divided into 8 sectors.
■■ Drone’s operational frequency and transmitting output power
■■ Drone’s identification
■■ The system will detect any drone as long as it has any sort of communication
to its operator
■■ Detection range 0 - 2,000m
■■ Altitude coverage of 0°- 30° & 360° in Azimuth
■■ Stand alone, redundancy or complementing the radar system
■■ For short range RF based detection system (0-2,000 meters)
■■ This capability is ideal for urban environments, where the radar line of sight may
be blocked by obstacles, and “on the move” mode.
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ANTI-DRONE STRATEGIC SYSTEMS

* All the above target and weather dependent

The operational definition of SKYLOCK is to provide early alert and long range
protection against drones.

SKYLOCK IS AN ACTIVE JAMMING SYSTEM COMPRISED OF SEVERAL
ADVANCED SOLUTIONS.
SKYLOCK GREECE provides early detection, long range protection of up to 20
km and neutralization of unauthorized objects. The integrated systems provide
passive, selective and active solutions for multiple applications.

THE SUITE OF SENSOR SYSTEMS COMPRISES OF:
■■ Radar System - Detection at low altitudes, slow flying and small signature targets.
■■ EO/IR Tracker - A long range, high performance, highly reliable, field proven system.
■■ RF Jammer - Jamming RF/GPS for neutralization / shut down.
■■ Active Laser Burner (optional) - A highly accurate & effective laser beam activated against
the intruding drone
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THERMAL CAMERA

SKYLOCK
GREECE
highly
sophisticated
electromechanically; modular electro-optical system
provides day and night observation, detection,
recognition and identification of the drone up to
2.5km depending on the weather conditions and
target. The system’s EO/IR trackers thermal
imaging and daytime camera provides the control
room with a precise location and clear images of the
drone.
SYSTEM FEATURES INCLUDE:
■■
■■
■■
■■
■■
■■

Continuous zoom
Auto focus
Manual/auto gain control (including local AGC)
NUC selection
NUC calibration
Optical tracking

The RF jammer comprises of several jamming antennas - a standard configuration
of 3-5 antennas and 2-4 antennas are used to jam the frequency range of the RC
and video links which are mounted on the EO system gimbal and aligned with the EO
sensors Line of Sight. The operator is able to neutralize the drone, forcing it away, or
grounding the drone at its current location.

PARAMETER

PERFORMANCE

Spatial Coverage

Elevation: +/- 45º (Optional: +30º/-85º)
Azimuth: full 360º continuous rotation

Stabilization Level

Better than 40 µRad RMS per axis

The RF jammer has “on the move” mode.

Angular Velocities

1 Rad/sec in Az, 0.5 Rad/sec in El

Angular Report Accuracy  1mRad (1)
Modes of Operation

Rate, Position, Automatic Video Tracker, BIT

Thermal Imaging

RF JAMMING CAPABILITIES
■■ Covert spectral jamming of the drone
■■ The system blocks any communications between the drone and its operator
■■ Jamming drone’s video & telemetry, command, control & navigation capabilities –
disabling its functionalities

Spectral Range

3.0 - 5.0 µm

FLIR Detector

FPA 640 × 512 pixels MWIR InSb

Available Controls

Zoom, Focus, AGC On/Off, AGCROI, NUC Selection, NUC Calibration

Focal Length

20-250 mm

20-720 mm

Lens

Continuous Optical Zoom X 12.5

Continuous Optical Zoom X
35

Fields of View

Widest: 27ºx20.3º
Narrowest: 2.2ºx1.7º
E. Zoom (x2): 1.1ºx0.83º

Widest: 27ºx20.3º
Narrowest: 0.8ºx0.6º
E. Zoom (x2): 0.4ºx0.3º
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GRAPHICAL USER INTERFACE - GUI

OPTIONAL MODIFICATION

UNIFIED GUI

LASER BURNER

■■ Controlling and monitoring all system’s segments.

The operator has the ability to destroy
the drone using the systems high
powered, accurate laser beam that
activates the burner system, effectively
destroying the drone within a matter
of seconds at range of up to 800m.

■■ Capability to switch from Active to Passive detection without impairing the end
result.
■■ Two operator screens.
3 MODES OF OPERATION
■■ Manual - Jamming time according to operator
■■ Automatic - Automatically detects and jams
■■ Detection only - Detection mode
WHEN THE TARGET IS LOCATED IT WILL SHOW:
■■ General azimuth detection
■■ Detection status
■■ Possible Identification
■■ Jamming status

LASER BURNER
Laser Burner Type

Single Mode CW ytterbium fiber laser

Laser Burner Power

1000W (Optional up to 1500W)

Optical Specifications
Wavelength

~ 1064nm

Wavelength Range

+/- 20nm

Max peak output power for a single optical
module (the power is user configurable)

1.000W

Power adjustment in steps of 10%

10-100

Mode of Operation

CW

Beam Divergence

<0.03mrad

Electrical Specifications
Input Voltage

AC 220V 50Hz

Power Consumption

700W

Communication and Control

Ethernet via CC Software

Switches

Power on/off, User Arm on/off

LEDs

Power, ARM, Lasing

Controls and Monitoring

Lase Enable, Power adjustment, Lase Timer,
System BIT (Temperatures, Laser Current, Battery
Voltage, etc..)

Environmental Specifications
Operating Temperature Range

-5…+35°C, optional +45°C

Storage Temperature Range

-5…+50°C, optional +70

IP Grade

IP65

Cooling Type

Telescope: Passive, free convection, Laser
Modules, Electronics unit, Battery and Charger:
Force Air Cooling, Internal Fans
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FAST DEPLOYMENT ELECTRONIC
WARFARE C&C CENTER

The fully mobilized container can be easily
transported by any truck and automatically
deployed using hydraulic legs. Ideal for border
control or field operations to retain communication
with the Command Control-providing real-time
information and enabling the command operator
to make fast and accurate decisions. The system
offers a wider range of neutralization up to 15km.
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PROTECTING PRISONS STADIUMS &
STRATEGIC INFRASTRUCTURES

SYSTEM FEATURES
A passive scanning system designed to detect the drones and the drone operators
through:
■■ An array of directional antennas
■■ One high gain omni - directional antenna
The jamming unit blocks all radio communication channels (WiFi, Video, Telemetry,
Datalink and GNSS) either disabling or commanding the drone to “return home”.
■■ Easy to use programming interface.
■■ Programmable output power for each band.
■■ High VSWR protection.
■■ Built in filter for RF interference outside the jamming bands.
■■ The jamming system is enclosed in the back of a small SUV.
■■ Batteries inside the vehicle.

The system is triggered by the RF’s continual aerial scanning of then most common
civilian drone’s remote controls. Effective 360° detection coverage of 1000m.
ANTENNAS:
8 omni-directional high gain antennas for detection, mounted in Radom.
3 omni-directional antenna for jamming.
JAMMING RANGE:
Up to 300m using omni-directional antennas.
Up to 600m using panel-directional antennas.
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PASSIVE MOBILE SYSTEM

RF CHARACTERISTICS
Output Power

According to number of bands

Internal Modulation

FM Hopping Frequency & White Noise

Signal Source

DDS & PLL synthesized

Power Supply

28VDC

Modules Per Unit

Up to 7 modules (according to customer request)

Remote Control

TCP/IP Protocol

Antenna

External Omni-Directional & Directional Antenna
POSSIBLE JAMMING FREQUENCY BANDS

■■ Friend or Foe Identification Solution (FOF): This module is built on friendly
drones as they include a dedicated communication system that will be built onto
the friendly drone.
■■ Alarm Detection: The system has the possibility to forward the information to the
cellular phone or by XML message through IP.
■■ Precision detection of the drones.
■■ Drone Finder: Locating the operator of the 'enemy' drone.

Frequency Band

The below represents 3 different bands that are the
basic system installation (Customer has the option of 7
jamming bands).
1,565 -1,750 MHz
2,400-2,483 MHz
5,000-5,900 MHz

Air Interface Standards

Digital: ISM, GPS, Video & W-LAN, Wi Fi

Mil Spec Standard

MIL- STD- 810F

■■ Wide Band Receiver: Allows the operator to add a significant capability to the
system, finding new frequencies of drones outside of the regular and normal WiFi
frequencies.
■■ Integration with other systems: The system is easy to upgrade and integrate to
other solutions. This requires pre knowledge of the integrated systems protocols
and vice versa.
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OPTIONAL MODIFICATION

OPTIONAL MODIFICATION

DRONE GUN
Heavy jammer gun for security teams
and first responders to use during a
variety of scenarios. The system allows
the operator to effectively deal with a
drone approaching a forward operating
base, hovering over a large crowd,
snooping into secure/private areas, or
flying in restricted airspace. With the
Drone Gun the operator has the tools to
intercept the drone command link and
command the drone to descend or go
home.

OPTICAL TRACKING
The drone tracker system is based on
high end image processing algorithm,
the tracker is combined with long range
camera systems. The tracker is also
used as video encoder with embedded
video stabilization capabilities

SPECIFICATIONS

TECHNICAL INFORMATION
Video

Size

21”L x 11”H x 6.5”W

Weight

4.5 lbs.

Battery Type

BB-2847A/U (BT-70747) Li-Ion
rechargeable battery.

Video In

2 x SD Composite SDA (1Vpp 75 Ohm NTSC/PAL)

Endurance

3+ hrs. continuous jamming, 10+ hrs. in RF detection mode

Video Out

1 x HDMI

Continuous Operation

12 VDC input power

Gige Vision

HDMI2 x Giga Ethernets Portsx

Effective range

750m to 1000m depending upon range from drone to controller.
Typical range is 300% of distance from drone to controller.

Giga Ethernet Port

x2

Duty Cycle

Transmits continuously upon activation

Protocols

RTSP / RTP / MPEG2-TS / KLV

ISM Jamming Frequencies

433 MHz, 445 MHz, 455 MHz, 915 MHz, 2.45 GHz and 5.8 GHz bands.

GPS Jamming Frequencies

GPS L1 and GLONASS L1 frequencies using shaped beam to minimize
inadvertent GPS disruption.

Applicability

Effective on all Group 1 and Group 2 UAS sold worldwide using 433 MHz,
445 MHz, 455 MHz, 915 MHz, 2.45 GHz and 5.8 GHz
bands for communications

Network

Tracking
Auto/Manual

-

Compression

Triple

G.711

-
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